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New Technique for Designing Highly Nonlinear 
Confusion Component Based on Elliptic Curve 

and Group Action 
Sadiqa Arshad 

Abstract— The security of any block cipher heavily depends on the nonlinear component. Static substitution boxes (S-boxes) can be analyzed by 

attackers and in turn weaken the entire cryptosystem. Dynamic substitution box (S-box) can mitigate this problem and can resist unknown attacks. The 

underlying structure of dynamic S-boxes should also be strong enough to resist against algebraic attacks. In this paper we have constructed dynamic S-

boxes based on elliptic curve points and group action followed by permutation applied on each of newly constructed S-boxes. The smaller key size and 

strong underlying structure of elliptic curves make it favorable to be used in many cryptosystems. The suggested scheme can generate many S-boxes 

with reasonable nonlinearity. Simple permutation can enhance nonlinearity of the all these selected S-boxes which can further be used as dynamic S-

boxes for any cryptosystems. The cryptographic strength of these S-boxes is analyzed, and computational results shows that the suggested algorithm 

generates cryptographic strong S-boxes as compared to some existing schemes. 

Index Terms— Elliptic curves, Group Action, Permutation, Nonlinear component, Substitution box, Nonlinearity, Bit Independence Criteria 

 

1. INTRODUCTION 

Data exchange through internet give rise the question of its 

security. During transmission data can be forged, 

manipulated, or lost. Over the years different measures are 

taken to provide security to both network and data. Many 

tools and applications are available for network security 

whereas data security requires protection against 

unauthorize access, manipulation, or theft. Tools used for 

data security must apply encryption and data masking 

techniques. Cryptography is used to transform data from 

human readable format to unreadable format. Different 

techniques are used to process data such as block ciphers and 

stream ciphers. In 1945 Claude Shannon gave the idea of 

combining confusion and diffusion in any encryption 

algorithm. Modern block ciphers such as DES, AES and 

Present, all follow Shannon’s principle. Diffusion is hiding 

the relationship between plain text and cipher text and 

achieved through permutation whereas confusion creates 

complexity between key and the cipher text. The substitution 

boxes are the nonlinear component of any block cipher. The 

input bits to substitution boxes are transformed through 

nonlinear mathematical equation and produces an output 

bit. The strength of any block cipher resides in the strength 

of its substitution boxes.  Substitution boxes can vary in size, 

from Serpent 4-bits to AES 8-bits S-boxes. Large S-boxes are 

considered more secure as compared to small S-box, but it is 

generally a tradeoff between security and memory 

consumption. S-boxes can also be categorized by their 

structure, data encryption standard (DES) S-boxes are 

lookup tables with no known mathematical structure is  

found while other may have algebraic structures. S-boxes 

with known algebraic structure are more vulnerable to 

cryptanalysis as compared to S-boxes with no mathematical  

structure. Block ciphers that are designed before differential 

cryptanalysis was known publicly, construct S-boxes with 

random sources but the discovery of differential 

cryptanalysis changed the overall structure of block ciphers. 

DES S-boxes are resistant to differential cryptanalysis, and it 

is assumed that the designer knew about it. The first block 

cipher DES adopted as standard in 1977 and enjoyed 

worldwide acceptance for almost thirty years. Due to 

advancement in technology, it was replaced by advance 

encryption standard (AES) in 2001. DES used eight S-boxes 

and its successor AES uses single S-box of dimension 16 16

. The static S-box of AES creates confusion through the 

multiplicative inverse and affine transformation in 
8(2 )GF

. 

Although the software implementation of AES is efficient, 

but the static behavior of its S-box might be vulnerable to 

side channel attacks [9]. Two types of S-boxes are used in 

block encryption, static and dynamic. Static S-box refers that 

a single S-box is used in each round and in dynamic S-box 

different S-boxes are used in each round. The statistical 

properties of static S-box can be studied by hackers and 

weakness can be used for cryptanalysis. On the other hand, 

in case of dynamic S-box, it is impossible for the attacker to 

know which S-box is used in each round and thus enhance 

the security of the block cipher. According to Bruce Schinier 

dynamic S-box also prevent from unknown attacks. Blowfish 

and Twofish are the block ciphers using dynamic S-boxes. 

Khan et. al, [[23] offer dynamic S-box based on group action 

and Gray codes on the original AES S-box. The suggested ———————————————— 
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scheme creates up to 256 new S-boxes. Azam et. al,[26] offers 

dynamic S-boxes based on affine mapping and orbit of the 

power function. The resulting all S-boxes have nonlinearity 

equivalent to AES S-box. Thus, several techniques were 

adopted for the generation of dynamic s-boxes such as 

algebraic structures [37], chaotic maps [3-6,28-37] and 

differential equations. Elliptic curves, introduced by Miller 

and Koblitz independently in 1984 are used in cryptography 

for key exchange algorithms and random number generation 

but its sensitivity to initial parameters draws the attention of 

researchers to use for S-box generation. Hayyat et. al,[5] used 

two ordered elliptic curves defined over finite ring to create 

randomness in the points and then generate dynamic S-box. 

In [21] offered an image encryption scheme using 

isomorphic elliptic curves generated through a prime field. 

In this research elliptic curve points are used to scrambled 

image pixels and later different S-boxes are generated 

through isomorphic curves. Azam et. al,[5] used Mordell 

Elliptic curves of special order to generate an S-box using y-

component of the points of the curve.  

The aim of this paper is to construct dynamic S-boxes which 

possess an underlying strong mathematical structure and 

resistant to all known attacks. The contribution of this paper 

is  

 Group action is applied on points of elliptic curves to 

construct an initial S-box with maximum possible 

nonlinearity. 

 We search for suitable permutation applied on initial S-

box to achieve the standard nonlinearity set by AES. 

 A series of test are applied such as Nonlinearity, Bit 

Independence criterion (BIC), Strict Avalanche Criterion 

(SAC) to examine the cryptographic properties of the 

suggested S-boxes.  

This paper is organized in five sections. Section 2 explains 

the preliminaries of the mathematical structure of Elliptic 

curves (ECC). The Elliptic curve used for this paper is 

discussed in section 3. The suggested algorithm is explained 

in section 4. Strength of the S-box is examined in the 

statistical analysis section 5. The last section concludes the 

paper.  

2. PRELIMINARIES  

Elliptic curves have been studied by mathematician since 

long and has applications in various field of cryptography 

such as public key cryptography, digital signatures pseudo-

random number generators and many more. Elliptic curves 

are defined as smooth, projective, algebraic curves of genus 

1. The general form over a finite field pF  is defined as  

2 3 2

1 3 2 4 6 , (1)i py e xy e y x e x e x e e F        

  For characteristic of the curve not equal to 2 or 3, equation 

(1) reduces to the form 

2 3

1 2 (mod ) (2)y x a x a p    

 

Such that   3 2

1 24 27 (mod ) 0a a p   . We call 1 2,a a and p , the 

elliptic curve 
1 2, ,a a pE parameters. Different elliptic curves can 

be defined by changing the values of  1a  and 2a . In short, 

the set of points that satisfy equation (1) or (2) is  

1 2

2 3

, , 1 2{(x,y) F | (mod )} {O} (3)a a p pE y x a x a p U      

Where O acts as a point at infinity. Total number of points 

can be approximated by Hesse’s theorem 

1 2 1 2, , , ,# | 1| 2 (4)a a p a a pE E p p     

2.1   ELLIPTIC CURVE POINT OPERATIONS  

Given two points 1 1( , )u x y and 2 2v( , )x y of 
1 2, ,a a pE  the addition 

results in third point 3 3z( , )x y that satisfies the curve 

equation. Addition is performed through the following 

mathematical equations  

   

   

2 1
1 1 2 2

2 1

3 1 3 3 1 3 2

2

1 1
1 1 2 2

1

3 1 3 1 3 2

, ( , ) ( , ),

mod , ( ) mod ,

3
, ( , ) ( , ), (5)

2

2 mod , ( ) mod .

y y
u x y v x y

x x

x x x p y x x y p

x e
u x y v x y

y

x x p y x x y p



 



 


 



     


 

    

 

  In order to find negative of any point 1 1( , )u x y  on the curve, 

one has to calculate  1 1( ,p )u u x y   . The elliptic curve 

discrete log problem is given two points u , v on the curve 

find a positive integer k such that u kv . 

3. THE SUGGESTED SUBSTITUTION BOX 

CONSTRUCTION 

The crux of any block cipher is its substitution box that is 

responsible to hide the relationship between key and the 

output. In literature several techniques can be found on 

construction of S-box using elliptic curves. In this novel 

technique a curve 2442,5,5011E of prime order is selected and 

through group action a list of S-boxes is generated. We select 

S-boxes with maximum nonlinearity among the group. We 

found suitable permutations for each of these initial S-boxes 

to achieve the standard nonlinearity achieved by AES S-box. 
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Step 1 

Select an elliptic curve 
1 2, ,a a pE of prime order. The lower 

bound of the prime is 257p  to ensure that we have 

minimum 256 points. From equation (4) the total number of 

points are 
1 2, ,#( )a a pE  . We define the index set of order 

1 2, ,#( )a a pE  as nZ  and define an action as 

1 2 1 2, , , ,: n a a p a a pZ E E   defined as for fixed 
1 2, ,( , ) a a pG x y E  ,

(x ,G(x,y)) . (x,y)i ix G  and , 1,2,3... 1.i nx Z i n    This 

action is applied on all the generators and a series of 8 8 S-

boxes are generated with unique entries from  

{0,1,2,3... 255}. The group action randomize the curve points. 

We define a mapping for each output of the group action as  

1 2, ,ES : ( , )i a a p i i pE x y Z such that 

1 2, ,ES ( ( , ) ) ( ) modi a a p i i i iE x y x y p . We select only those S-

boxes with sufficient cryptographic properties and named as 

initial S-box 
 x ,yi iG

ES where ( , )i iG x y is the generator. Table.1 

shows the total number of S-boxes generated with sufficient 

nonlinearity. We have found 23 S-boxes with nonlinearity 

106 and four S-boxes with nonlinearity greater than 106. 

Table [2-4] shows the elements of the initial S-boxes iES  

having maximum nonlinearity. 

 

Step 2 

In this step we try to find permutation from symmetric 

group 256S for each of the four S-boxes found in step 1 having 

maximum nonlinearity. Total number of such permutations 

are 256| | 256!S  . After thorough search we found 4 different 

permutations which when applied to initial S-boxes iES

generated from step 1 to enhance nonlinearity. Table [6-9] in 

appendix shows these permutations denoted as 

, {1,2,3,4}j j  .The final S-boxes 1 1 1 2 2 2( ), ( ),S ES S ES    

3 3 3 4 4 4( ), ( )S ES S ES    are shown in Table [10-13]. 

 

 

 

-- 

-- 
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4. CRYPTOGRAPHIC PROPERTIES OF ROBUST 

NONLINEAR CONFUSION COMPONENT 

The cryptographic properties of our proposed S-boxes are 

analyzed and evaluated through some standard criteria. The 

security performance of the suggested and already existing 

S-boxes is also compared in this section. NIST recommended 

tests such as nonlinearity, strict avalanche criteria (SAC), bits 

independence criteria (BIC), linear approximation 

probability and differential approximation are performed in 

this section. 

 

 

4.1 Nonlinearity 

It is the most essential and fundamental tool to measure the 

strength of S-box. It ensures that the output vector cannot be 

written as a linear combination of its input vectors. The 

nonlinearity of any Boolean function is the measure of 

minimum hamming distance from all affine functions. 

Mathematically we can compute nonlinearity shown in 

equation (5)  using Walsh spectrum. 

1 1
2 max | Walshspectrum | (6)

2

n

fN    

The following equation is used to determine the Walsh 

spectrum. 

( ) .

(2 )

( 1) (7)
n

f x w x

f

x GF

S 



   

The upper bound of any 8 8 S-box can be computed as  

1
1 22 2 120

n

n

fN


   .     Higher nonlinearity indicates the 

resistance of the S-box against linear attacks. The 

nonlinearity of AES S-box is 112 and considered the bench 

mark up till now. The nonlinearity of initial S-boxes 
(x,y)GS are 

given in Table 14. All these S-boxes have nonlinearity greater 

or equal to 106 which is clear indication that the nonlinear 

component can create confusion in the cipher text. However, 

the output of step B produces much better S-box with 

nonlinearity equal or closer to 112. Table 15 shows the 

nonlinearity comparison of the suggested algorithm with 

standard S-boxes and one can easily conclude that the 

suggested S-boxes possess good nonlinearity and can safely 

be used for cryptographic purposes.   
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4.2 Bit Independence Criteria 

Bit independence criteria is used to check the randomness of 

the cipher text if a plain text has changed slightly. This 

important property to analyze an S-box is presented by 

Adam and Tavares [1]. It is used to measure the 

independence of output bits  j  and k  of an n  bits Boolean 

function if a single input bit i  has changed. It is discussed in 

[1] that if the two output bits Boolean functions ,j kf f  then 

j kf f f  must be highly nonlinear and satisfy SAC. BIC 

takes values in [0 1] and ideally it is equal to 0 and in worst 

case equal to 1. The average BIC results with nonlinearity 

and SAC are discussed in Table 16.   

 

 
 

 

 

 

 
 

4.3   Strict Avalanche Criteria (SAC) 

Strict avalanche criteria was first introduced by Adams and 

Travers. It refers to the characteristics of Boolean functions 

of an S-box. If the inversion of a single input bit cause half of 

the output bits to be changed then the given Boolean 

function is said to satisfy SAC. Mathematically Boolean 

function 
2 2: n mg Z Z exhibits avalanche effect if: 

8

1

(2 )

( ( ) ( ) 2 (8)n n

i

x GF

ht g x a g x m 



     

where ht is the hamming weight and (1 8)ia i  . An S-box 

is considered strong if it satisfies higher order SAC. Table 

shows the SAC result of the Sbox4. Since all the entries in the 

table are closer to 0.5 which shows that the newly 

constructed S-box is resistance against attacks. 

 
 

4.4   Linear approximation probability 

Linear cryptanalysis is a power full cryptanalysis technique 

introduced by Matsui in [Crypto 90] against DES but since 

this type of attack can be launched against any block cipher 

therefore the substitution box should be designed to resist 

against linear approximation attack. This test approximates 

the coincident of input bits to the output bits. The 

mathematical expression is  
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 7 8

8

1
max | . . ( ) | 2 , (2 ).

2
LAP x S x x GF        

      (9) 

Table listed the values for linear approximation, since all 

the values are closer to zero which shows the strength of 

the substitution box against linear attack. 

 

4.5   Differential Approximation 

Differential cryptanalysis was publicly introduced by Ali 

Biham and Shamir [1]. It is a chosen-plain text attack in 

which a plain text with fixed differences is chosen and the 

corresponding output differences are measured. These input 

and output differences are called differentials. The attacker 

analyzes these differences and try to establish some 

statistical pattern and eventually guess the key. It is a very 

strong attack against any block cipher and if launched 

successfully, can recover key in time less than brute force 

attack. Thus, to analyze a substitution box against 

differential attack a difference distribution table is analyzed 

and checked how frequent an output difference occurs. 

Mathematically if  x and y represents the input and 

output difference then how often the equation 

( ) ( )y S x x S x     holds. Difference distribution table 

depicts the maximum probability of  y  and can be 

measured through the equation  

 
8

1
max[|S(x ) ( ) ] (10)

2
DDT x S x y                 

The entries of DDT table are closer to zero ensures that the S-

box is highly resistant against differential attacks.   

 

5. CONCLUSION 
Substitution boxes holds the central and sensitive position in 

block ciphers. The strength of a block cipher is measured 

through strength of its S-boxes. Algebraic structures-based 

S-boxes are designed in this paper using elliptic curves and 

permutation. Unlike chaotic sequences, elliptic curve points 

are less random and thus cannot used to create S-boxes 

directly. We tried to create randomness through 

concatenation and then achieve standard nonlinearity 

through permutation. Since large elliptic curves may have 

thousands of points which can be utilized to generate 

dynamic S-boxes for the block cipher. The method used in 

this approach uses only reduction modulo and can easily be 

implemented. We applied different statistical tests to check 

the strength of newly constructed S-boxes and the results 

shows that the suggested algorithm can generate 

cryptographically strong S-boxes. 
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